OBAIDULLAH SHAIKH
9769443373 | shaobaid76@gmail.com | Mumbai
LinkedIn: Obaidullah-shaikh  Portfolio: Obaidullah-shaikh-portfolio

Professional Summary :
Motivated and curious cybersecurity enthusiast with a strong interest in ethical hacking and network security.
Familiar with basic attack techniques and how to detect vulnerabilities. Always ready to explore new concepts
and grow in the field of cybersecurity.

Cyber Security Training : June/2024 — Jan/2025
Institute of Information Security (11S)-[Thane]
e Achieved CISC (Certified Information Security Consultant) certification.

e Completed an intensive 6-month training program on Ethical Hacking and Cybersecurity fundamentals.

e  Solved multiple TryHackMe rooms, enhancing hands-on skills in cybersecurity.

e Practiced on vulnerable websites, including TestFire Demo, and TestPHP, to strengthen penetration testing
and ethical hacking skills.

e Performed Vulnerability Assessment and Penetration Testing and created detailed reports about vulnerabilities
found and their mitigations

Experience :

Cyber Security Intern July/2025 — Dec/2025
Nexcore Alliance — on site
e Developed 5 new security tools from scratch and enhanced 50+ existing tools to optimize performance, efficiency, and
user experience.
e Conducted comprehensive security research to define precise output metrics, ensuring alignment with industry best
practices.
e Led UI/UX workflow planning and supervised Figma-based interface designs for the security platform.
e Collaborated with cross-functional development and security teams to ensure feature accuracy, usability, and robust
security integration.
o Performed (VAPT) on 14 websites, identified vulnerabilities, and prepared detailed security reports.

Cyber Security Intern April/2025 — May/2025
Shadowfox - remote

e  Performed port scanning using tools like Nmap to identify open ports and running services on target systems.

e Conducted directory enumeration using Gobuster and discovered hidden directories to assess potential entry points.

e Captured and analysed network traffic using Wireshark, successfully extracting credentials transmitted over unsecured
HTTP protocols

projects :
Protectyourdata-shaikhspy , Security-platform.code4bharat.com , b-fit-gym.vercel.app

Education :

Bachelor of Science in Information Technology May/2020 — March/2023
[Maharashtra College], [Mumbai University] CGPA: 7.58 /10.0.

Technical Tools :
e Network Security Tools : Nmap , Metasploit , Nessus , Nikto , Burp Suite ,Wireshark
e  Web Pentesting Tools : Burp Suite , Metasploit

Certifications :
e CEHVI2 [ EC Council ]
CISC (certified information security consultant)] [ institute of information security ]
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